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The article is dedicated to the study of the implementation of international norms in the field of cyber
security in the national legislation of Ukraine. The information society creates the need to form a new
type of intelligence capable of embracing the latest reality of information technology. Technological
changes in the 21st century require a change in the unilateral technocratic paradigm. In this context, the
topic of the study - the implementation of international standards in the field of cyber security - is rele-
vant. The problems of cyber-attacks are urgent problems for every country in the world through the glo-
bal digitization of information. These attacks are becoming more frequent. Cybercriminals do not stand
still, creating more and more ways to attack and damage cyberspace, improving their viruses and mal-
ware. This is especially true for cyber-attacks on the Internet, the consequences of such attacks are un-
predictable. Often these consequences are a malfunction of the cyberspace system (internet connection is
lost). In the face of external aggression, Ukraine has clear intentions to join Euro-Atlantic and European
structures. The multiple threats and dangers are aimed at destabilizing Ukraine. In various countries
around the world, the fight against cyber terrorism is the functional responsibility of the intelligence unit
and military forces, in order to carry out offensive and defensive actions on the Internet. Cybersecurity
issues in the context of global threats lead to the emergence (creation) of new problem-solving mechanis-
ms associated with the invasion of cyberspace on a global scale. The results of the research can be used
to further conceptualize the definition of cybersecurity and its impact on Ukrainian law.

Keywords: cyber security, digitization, cybercrime, cyber sphere, cyber defense, cyber-attack, Inter-
net resource.
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IMPLEMENTAREA NORMELOR INTERNATIONALE DE SECURITATE
CIBERNETICA iN LEGISLATIA NATIONALA A UCRAINEI

Articolul este dedicat analizei implementarii normelor internationale in domeniul securitatii ciberne-
tice in legislatia nationala a Ucrainei. Societatea informationald creeaza necesitatea formarii unui nou
tip de inteligenta capabila sa imbratiseze cea mai recenta realitate a tehnologiei informatiei. Schimbari-
le tehnologice din secolul XXI necesitd o schimbare a paradigmei tehnocratice unilaterale. In acest con-
text, tema studiului, - implementarea normelor internationale in domeniul securitatii cibernetice, - este
relevantd. Problemele atacurilor cibernetice sunt actuale pentru fiecare tara din lume prin digitalizarea
globala a informatiilor. Aceste atacuri devin din ce in ce mai frecvente. Infractorii cibernetici nu stau
pe loc, crednd din ce in ce mai multe modalitati de a ataca §i dauna spatiul cibernetic, imbunatatindu-si
virusii si programele malware. Acest lucru este valabil mai ales pentru atacurile cibernetice pe Inter-
net. Consecintele unor astfel de atacuri sunt imprevizibile. De cele mai multe ori, aceste consecinte
reprezintd o defectiune a sistemului cyberspatial (conexiunea cu Internetul este pierdutd). In conditiile
unei agresiuni externe, Ucraina are intentii clare de a se alatura structurilor euroatlantice si europene.
Multiplele amenintdri si pericole vizeazd destabilizarea Ucrainei. In diferite tari ale lumii, lupta im-
potriva terorismului cibernetic este responsabilitatea functionala a unitatii de informatii si a fortelor
militare, cu scopul de a desfasura actiuni ofensive si defensive pe Internet. Problemele de asigurare a
securitatii cibernetice in contextul amenintarilor globale determinda aparitia (crearea) de noi mecanis-
me de solutionare a problemelor asociate cu invazia spatiului cibernetic la scara globala. Rezultatele
cercetarii pot fi utilizate pentru a conceptualiza in continuare definitia securitdatii cibernetice si impactul
acesteia asupra legislatiei ucrainene.

Cuvinte-cheie: securitate cibernetica, digitalizare, criminalitate cibernetica, sfera ciberneticd, apa-
rare cibernetica, atac cibernetic, resursa Internet.

MISE EN (EUVRE DES NORMES INTERNATIONALES DE CYBERSECURITE DANS LA
LEGISLATION NATIONALE DE L’UKRAINE

L’article est consacré a l’étude de la mise en ceuvre des normes internationales dans le domaine de
la cybersécurité dans la législation nationale de ['Ukraine. La société de I'information crée le besoin
de formation d’un nouveau type d’intelligence capable d’embrasser la derniere réalité des technologies
de l'information. Le changement technologique au 21e siécle nécessite un changement de paradigme
technocratique unilatéral. Dans ce contexte, le sujet de [’étude, - la mise en ceuvre des normes interna-
tionales dans le domaine de la cybersécurité, - est pertinent. Les problemes des cyberattaques sont des
probléemes urgents pour tous les pays du monde grdce a la numérisation mondiale de l’'information. Ces
attaques sont de plus en plus fréquentes. Les cybercriminels ne s arrétent pas, créant de plus en plus de
moyens d’attaquer et de nuire au cyberespace, améliorant ainsi leurs virus et logiciels malveillants. Cela
est particulierement vrai pour les cyberattaques sur Internet. les conséquences de telles attaques sont
imprévisibles. Le plus souvent, ces conséquences sont un dysfonctionnement du systeme du cyberespace
(la connexion a Internet est perdue). Dans des conditions d’agression extérieure, |'Ukraine a clairement
intention de rejoindre les structures euro-atlantiques et européennes. De multiples menaces et dangers
visent a destabiliser 'Ukraine. Dans différents pays du monde, la lutte contre le cyber-terrorisme reléve
de la responsabilité fonctionnelle de I’Unité de renseignement et des forces militaires dans le but de
mener des actions offensives et défensives sur Internet. Les problemes de cybersécurité dans le contexte
des menaces mondiales déterminent ['émergence (création) de nouveaux mécanismes pour résoudre les
problemes liés a ['invasion du cyberespace a l’échelle mondiale. Les résultats de la recherche peuvent
étre utilisés pour conceptualiser davantage la définition de la cybersécurité et son impact sur la légis-
lation ukrainienne.

Mots-clés: cybersécurité, digitalisation, cybercriminalité, cyber sphere, cyber défense, cyber attaque,
ressource Internet.
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NUMIIVIEMEHTAOUA MEXKXIAYHAPOAHBIX HOPM B COEPE
KHUBEPBE3OITACHOCTH B HAIUOHAJIBHOE 3AKOHOJATEJIBCTBO YKPAUHBI

Cmambsa nocesauena uccied08anuio UMNieMeHmayuy MexcoyHapoOHblx Hopm & chepe Kubepbe-
30NACHOCMU 6 HAYUOHAIbHOE 3aKOHOOamenbcmeo Yipaumnvl. Hngopmayuonnoe obujecmeo cozoa-
em HeobX00UMOCHb (hOPMUPOBAHUSI HOB020 MUNA UHMELIeKMAd, CNOCOOH020 OX8AMUMb HOGEUULYIO
UHPOPMAYUOHHO-MEXHUYECKYI0 delicmeumenbhocmb. Texnonozuueckue cosueu XXI eexa obycnasnu-
8ai0M HEOOX0OUMOCHb CMeHbl 00OHOCMOPOHHEN MEeXHOKPAMU4eckol napaouemvl. B amom konmexcme,
mema Uccie008aHus UMNIeMEeHMayuu MexcOyHapoOHbIX HOpM 8 chepe KubepOe30nacHocmu aKmy-
anvra. Ilpobnemol kubepamaxk u xKubepnanadenuil — HeOMI0ICHbLE BONPOCHL 0Nl KANCOOU CHIPAHDbL
mMupa yepes 2nobanbuyio yugposuszayuio ungopmayuu. Konuuecmgo nododuvix amakx co epemenem
yeenuuugaemes. Kubepnpecmynnuxu ne cmosim Ha mecme, co30a6ds 6ce HOBblE U HOBbLE CHOCODbL
cosepulensl Hanadenus U HaneceHus 8peda KubepnpoCcmpancmey, cO8EpULeHCmeysi C60U UPYCyl U
speoonochvie T10. Ocobenno smo kacaemces kubepyoapog no cemu Mumepnem. Pe3yibmamut maxux
Hanaoenuil Henpedckazyemol. Yauje ceeo, nociedCmeusmMu HanadeHutl CMmano8umcst cOotl 8 cucmeme
Kubepnpocmpancmea (mepsiemcst c6s3b ¢ cemvto Unmepnem). B yciogusx npomugocmosHus GHell-
Hell azpeccuu, Yxpauna umeem uemkue HaAMeEpeHus. GCMYNUMb 6 e8POAMIAHMUYECKUe U e6poneli-
ckue cmpykmypwol. Konuuecmeo u kauecmeo yepos u onacHocmeil HANPAasieHvl Ha 0ecmaduIu3ayuo
Vkpaunvl. B pasnvix cmpanax mupa 60pvba ¢ Kubepmeppopusmom — (QYHKYUOHANbHbLE 00S3AHHO-
cmu noopazoenenuti UHGOPMAYUOHHO-60CHHBIX CUIL, UMEIOWUX Yelbl0 NPOGedeHUe HACMYNAMelbHbIX
u oboponumenvuvix deticmauti ¢ cemu Mnmepuem. Ilpobnemst obecneuenus kubepbesonachocmu 8
KOHmMeKCcme 2100AIbHbIX Y2Po3 00YCAA6IU8aIOm NOSAGIEHUE (CO30aHUe) HOBBIX MEXAHUSMOG PeUleHls]
npobnem 2n0danbHo20 Macuimada, CéA3aHHBIX ¢ 6MOPIICEHUEM 6 Kubepnpocmpancmeo. Pesyibmamol
Uccne008anus Mo2yn Oblms UCNOIb30BAHDL 8 OANbHEUULel KOHYenmyaiuzayuu onpeoeierus kubepoe-
30NACHOCMU U ee GIUAHUSL HA 3AKOHOOAMenbCmeo YKpautol.

Knroueswle cnosa: kubepbesonacnocms, yugposusayus, kubepnpecmynienus, kubepcgepa, kubep-
sawuma, kubepamaxa, Hnmepnem-pecypc.

Introduction The principles of cooperation between sta-

The legislation of Ukraine in the field of
cybersecurity is developing, first of all, thro-
ugh the European integration aspirations of
Ukraine, the development of legal regulation
of e-commerce within the WTO.

Technological progress does not stand still,
so cyberspace is now a new and no less im-
portant territory, for leadership in which sta-
tes around the world are trying to take measu-
res to ensure their own interests, national be-
nefits. At the same time, cyberspace attracts
international terrorist groups, transnational
organized criminals who want to benefit from
stealing information and interfering with the
functioning of national systems.

Unfortunately, there is a narrow list of in-
ternational legal acts that could regulate the
relations of subjects of international law in
cyberspace.
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tes within the framework of cyberspace were
laid down in 1998 by the Resolution of the
UN General Assembly UNGA 53/70. The ra-
pid development of technologies that can be
applied in the civil and military fields, allows
them to be used for incompatible processes
between different countries. It should be no-
ted that now it is necessary to take more and
more effective modern measures for safe and
stable work in the digital space. Only such a
policy on the part of different countries of the
world can have a positive impact on the sus-
tainable development of the economy.

The UNGA resolution helps member states
to cooperate in considering possible threats
to information security, hacker threats. It de-
fines the main concepts that affect the sphere
of information security. Each country, in or-
der to increase the level of cybersecurity at
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the global level, should inform the Secretary
General of the advisability of developing and
implementing international principles. Such
measures will contribute to the fight against
information terrorism and crime [12]. Such
actions entail a trend towards the annual pre-
sentation of proposals from different states,
the preparation by the General Assembly of
resolutions on the achievements of digitali-
zation, the telecommunications sector, taking
into account international security trends.

The UN General Assembly during 2000-
2001 prepared two Resolutions numbered
55/63 and 56/121. They directly relate to the
issues of combating the criminal use of infor-
mation technology. These Resolutions allow
states to exchange information, resources of
professionals capable of implementing norms
that affect the effective fight against the cri-
minal use of information technologies. They
help to achieve cooperation on equal terms
between the investigating authorities of diffe-
rent states [13].

Resolution 57/239 of 2003 “Creating
a global culture of cybersecurity” the UN
General Assembly notes the importance of
using modern digitalization opportunities
(information telecommunication systems)
for social development in different countries.
It emphasizes that national governments, bu-
siness activities, the functioning of public
organizations and individual users of the In-
ternet must have a clear understanding of the
possible risks. Awareness of possible cyber-
crimes and hacker attacks allows you to take
all measures that increase the overall level of
electronic information security. Therefore,
the Assembly proposes elements that would
influence the creation of a global culture of
cybersecurity [14].

Research methodology. The article used
a comparative historical method, as well as
methods developed within the framework of
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legal phenomenology and hermeneutics. The
basic method was a comprehensive systema-
tic approach to the analysis of the problems of
the internal legislation of Ukraine. Descrip-
tive, logical, systematic, historical methods
are used as the most suitable for studying the
problem in time and its connection with rela-
ted scientific and practical issues.

Review of scientific literature in the di-
rection of research. The theoretical basis of
the article was the works of G.M. Danilenko,
G.V. Ignatenko, I.I. Lukashuka, S.Yu. Ma-
rochkina, T.N. Neshataeva, A.N. Talalaeva,
O.I. Tiunova, G.I. Tunkina, E.T. Usenko and
other lawyers, who analyze the implemen-
tation of international norms in the field of
cybersecurity in the national legislation of
Ukraine. When studying this problem, the
works of such foreign scientists as Martijn
van Empel, Marianne de Jong, Sean Murphy,
Frederic Kirgis, César Landa, Julio Ramon
Garcia Vilchez, Adam Banaszkiewicz and
others were used.

Main ideas of the research

The Council of Europe has adopted the
main instrument for ensuring cybersecurity -
the 2001 Cybercrime Convention, which has
been ratified by 49 countries of the world.
This document is also known as the Budapest
Convention on Cybercrime [13]. In Ukraine,
it entered into force on July 1, 2006 [108].
This international treaty guides the public
(Internet users) and the international com-
munity to protect themselves in the field of
cybercrime.

This document defines a list of terms re-
lated to cybercrime, questions of actions that
are violations of digital technologies. The
Cybercrime Convention defines the procedu-
ral aspects that force countries that have ra-
tified the document to take on the following
obligations:
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— creation of domestic legislation, the
purpose of which is to strengthen the pro-
cedures contained in the Treaty (search for
information, capture and interception of data
in electronic form),

— cooperation by providing mutual assis-
tance, even without special agreements (on
extradition, access to computer data, etc.);

— investigation and prosecution of cyber-
crime committed in the territory of a ratifying
State.

The Convention has an additional protocol
that appeared in 2003. In Ukraine, it entered
into force on April 1, 2007. It contains a list of
extended cybercrimes: distribution of racist
material or xenophobic views on the Internet,
threats and insults of xenophobic and racist
motives distributed through a computer ne-
twork [8]. The first document among the EU
countries regulating cyberspace is Directive
95/46, adopted by the European Parliament
and Council on October 24, 1995. The Direc-
tive points out the importance of protecting
individuals from criminal theft and proces-
sing of personal data, on the free movement
of personal information. Member States, ba-
sed on the Directive, must take measures to
protect the fundamental rights and freedoms
of individuals (their right to privacy, the pro-
cessing of personal data) [6].

The European Parliament and the Euro-
pean Union are trying to ensure the maximum
level of cybersecurity in the territories of EU
member states. For this purpose, the European
Agency for Network and Information Securi-
ty was established in 2004. Article 2 of Regu-
lation No. 460/2004 provides, in a number of
other objectives, for the following point - the
expansion of the European Union’s ability to
quickly and effectively respond to modern
challenges of cyberspace (to solve informati-
on security problems). Also, this agency can
perform other important functions:
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— providing assistance and advice to the
Commission and Member States on issues
related to network security, confidentiality of
information,

— providing assistance to the Commission
in the technical preparatory work to update
and develop European Union regulations in
the field of network and information security
[10]. In 2016, an important document among
European states for organizing cooperation in
the cyber sphere was signed - the EU Network
and Information Security (NIS) Directive [5].

Its goal is to achieve a high overall level of
security of network and information systems
within the Union. The Directive aims to en-
sure that Member States cooperate in matters
of cyber security in a coordinated manner:
adopt appropriate national strategies, crea-
te interaction groups to support and facili-
tate cooperation on strategic issues such as
cybersecurity, monitor the exchange of infor-
mation between Member States. An equally
important task set before the EU countries by
the Directive is the creation of a rapid res-
ponse team for computer incidents to develop
a level of trust between Member States and
ensure the effectiveness of cooperation; esta-
blishing security requirements for operators
providing digital services, etc.

In 2007, Estonia faced such a serious thre-
at as attacks on the cyberspace of the state.
Therefore, in 2008, NATO took important
steps to overcome the consequences and pre-
vent such incidents - the decision to establi-
sh a Center for Advanced Studies in Gene-
ral Cyber Defense CCD COE (Cooperative
Cyber Defense Center of Excellence). The
activities of the center are focused on coor-
dinating actions to ensure cyber defense and
creating policies to assist allies in attacks [15,
p. 110].

In particular, Estonia is one of the Euro-
pean leaders in cybersecurity. It is in Tallinn
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that the NATO Cyber Defense Center is lo-
cated. Estonia began to actively develop in
the field of cybersecurity, attracting as many
resources as possible. In June 2011, the Cen-
ter for the Development of State Information
Systems was modified and became the De-
partment of the State Information System,
which is engaged in the development of the
state information system, considering it as a
single entity. In 2018, the Department exa-
mined 9,135 cases of Estonian computer ne-
tworks, of which 348 had a direct impact on
the operation of an important administrative
service or page [39].

The EU has a unique opportunity to invest
in enhancing cooperation, ensuring coordina-
tion among EU member states, key EU stake-
holders in the field of cybersecurity. In 2016,
the European Commission signed a private
partnership agreement with the European
Cyber Security Organization (ECSO). This
move resulted in the structuring and coordi-
nation of industrial digital security resources
in Europe.

The partnership includes a wide range
of participants, including: manufacturers of
equipment, components; operators of basic
services, research institutes united under the
auspices of ECSO. The European Union has
committed to invest about 450 million euros
in this partnership [39].

Today, the EU has a problem with the
lack of qualified specialists (information and
communication technology workers, espe-
cially experts in the field of cybersecurity).
European Union budget proposals for the pe-
riod 2021-2027 contain an emphasis on the
development of digital skills in the field of
cybersecurity.

The European Commission has invested
more than 63.5 million euros in four pilot
projects: Four pilots: CONCORDIA; ECHO;
SPARTA; Cybersec4 Europe.
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They laid the foundation for the creati-
on of a European Network of Cybersecurity
Centers of Excellence (helping to strengthen
cybersecurity research and coordination in
the EU).

The pilot projects aim to contribute to the
common post-2020 European Cybersecurity
and Innovation Roadmap and the European
Cybersecurity Strategy for Industry. They
were intended to provide EU assistance in
defining and testing management models for
the European network of specialists in the
field of centers of excellence in the field of
cybersecurity [39].

The role of cyberspace is constantly
growing due to the introduction of global di-
gitalization in the world. Due to the presen-
ce of risks of criminal hacker attacks, many
countries create personal national legislative
norms and introduce new cybersecurity stra-
tegies in order to be able to protect themsel-
ves from offenses in cybersecurity.

In 2016, by Decrees of the President of
Ukraine No. 96/2016 “On the decision of
the National Security and Defense Council
of Ukraine” dated January 27, 2016, “On the
Cyber Security Strategy of Ukraine”, a na-
tional cyber security strategy was approved
[1]. In 2009, NATO Headquarters adopted
a strategically important document, the Fra-
mework for Cooperation on Cyber Defense
between NATO and Partner Countries. This
act laid the foundation for establishing coo-
peration in the field of cybersecurity betwe-
en the participating countries (including with
the participation of Ukraine) [2]. Article 3 of
Annex XVII (Regulatory Approach to Achi-
eving a Full Internal Market Regime in a
Specific Sector) states: “Relying on Articles
114, 124, 133 and 139 contained in Chapter
6 “Establishing a Business, Trade in Services
and Electronic Commerce”, Chapters 7 “Cur-
rent payments and capital flows” of Section
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IV of this Agreement and Article 2 (1) of this
Annex Ukraine implements and implements
on a permanent basis in its national legal sys-
tem (in accordance with Article 2 (2)) of this
Annex the provision of the current EU legis-
lation contained in the Additions™ [19].

A fairly common practice in the context of
cybercrime is the infliction of damage by com-
puter technologies to military and civilian in-
frastructure, the provision of negative effects on
production processes, and the organization of
failures in the functioning of national Internet
resources. Therefore, cybersecurity issues are
becoming more relevant and acute, becoming
urgent for many countries, which they consider
to be a problem at the national level.

As a result, security in the world requires
the expansion of international legal coopera-
tion between the subjects of international law
in order to maintain peace, to prevent the re-
solution of cyber wars that can run in parallel
with kinetic ones (may be accompanied by
real military conflicts).

In January 2012, the EU reformed legisla-
tion (amending personal data protection issu-
es in order to bring legislation in line with the
requirements of the “digital age”), wanting to
implement the European Digital Single Mar-
ket Strategy. As a result, 2 documents were
adopted: Directive 2016/680 of the European
Parliament and of the Council of the EU of
April 27, 2016 “On the protection of indivi-
duals with regard to the processing of perso-
nal data by competent authorities for the pur-
pose of preventing, investigating, detecting
or prosecuting criminal offenses or executing
criminal penalties” and “ On the free move-
ment of such data, as well as repealing Coun-
cil Framework Decision 2008/977, repealing
Directive 95/46/EC (General Data Protection
Regulation (GDPR)” [20].

The Strategy and Agenda were publi-
shed in the spring of 2015. Already in July
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2016, the European Commission presented
“Additional measures to promote the deve-
lopment of the cyber defense industry”. On
July 6, 2016, the EU Directive on measures
to ensure a high overall level of security of
network and information systems througho-
ut the European Union (DIRECTIVE (EU)
2016/1148 - NISDirective) was adopted. The
Directive contains uniform rules that allow
each EU member state to exercise the right
to independently take its own measures to
implement the norms of this Directive into
national legislation [21]. The purpose of the
Directive is to ensure a high level of network
and information security in the EU. To achi-
eve this goal, it is necessary to take measures
immediately in 3 directions:

— increasing by each member country at
the national level the capacity of the cyber-
security system,

— increasing the level of cooperation be-
tween the EU countries;

— introduction of a risk management sys-
tem, the obligation of member governments
to notify basic web service operators (digital
service providers) of all cyber incidents.

For further success in the development
of regulation in the field of cybersecuri-
ty at the legislative level, there is Council
Directive 2008/114 / EC of December 8,
2008, which identifies and defines critical
infrastructures in Europe, conducts an as-
sessment analysis to develop the necessary
measures to improve their protection and
protection. It is important to understand the
need to take into account the provisions of
this document when developing a national
regulatory act, as well as local acts of busi-
ness entities.

Of particular note are the Cross-Cutting
Criteria for EQI Evaluation defined in Di-
rective 2008/114/EC (refer to paragraph 1).
They consist of the following criteria:
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— accident criterion - an assessment of the
potential number of deaths or injuries received
by employees;

— criterion of economic results - analysis
of the significance of economic costs and / or
deterioration of products, services provided,
including potential consequences for the en-
vironment,

— criterion of public consequences - as-
sessment of the impact on public confidence,
physical suffering, disruption of everyday life
(including the failure to provide citizens with
basic services).

Cross-cutting criteria have limiting valu-
es, the establishment of which is directly in-
fluenced by consideration of the severity of
the consequences caused by damage or des-
truction of a particular infrastructure. Mem-
ber States are responsible for the accuracy
of the endpoints of the cross-cutting criteria
(they differ for certain critical infrastructu-
res). Each case is considered separately.

Each EU Member State informs the Com-
mission annually of the number of infrastruc-
tures in each sector for which the discussion
and determination of the limit values of the
cross-cutting criteria took place. Sectoral cri-
teria should take into account other indicators
- the characteristics of individual sectors of
a single critical infrastructure (hereinafter -
ECI).

In doing so, each Member State should
verify the existence of an Operator Security
Plan (OSP) or similar instruments that are in-
tended to address issues in each specific ECI
located on its territory.

In Ukraine, the initial stage of creating
a legislative regulation of cyber defense is
currently underway. However, the most di-
fficult stage has already been passed, and
Ukraine is moving according to the planned
strategy of the state policy to ensure cyber
defense.
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Of course, ahead in Ukraine is the need to
overcome many challenges, to consider and
solve problems of cyber defense. Currently,
the organization of public-private interaction
remains an urgent unresolved issue; it is also
necessary to form a list of critical infrastruc-
ture facilities, as well as develop approaches
to cyber defense. For the functioning of the
legal regulation in the field of cybersecurity
in Ukraine, it is necessary to perform a large
amount of work.

Today, an information war is taking place
between Russia and Ukraine, which implies
not only a real military conflict with losses in
the form of casualties, but also the conduct of
information and psychological operations to
destabilize the civilian population and con-
duct cyber-attacks. Therefore, an urgent issue
for Ukraine is the creation of a clear, under-
standable and logical Strategy (the formati-
on of a regulatory framework for ensuring
cybersecurity).

Conclusions

The legal framework for cybersecurity in
Ukraine contains international obligations
and elements of national legislation. With
regard to international experience, the Bu-
dapest Convention and the Directive on Ne-
twork and Information Security (NIS) should
be highlighted.

National legislation should contain the
following:

— obligations that Ukraine must fulfill
after signing international agreements and
conventions,

— especially that Ukraine will have to make
commitments if it continues to demonstrate its
desire to join the European Union.

In Ukrainian legislation, problems also
arise due to the uncertainty of the issues of
distribution of powers between various pu-
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blic and private institutions in the field of
cyber defense, as well as the lack of legally
regulated and financial security of the strate-
gy of public and private partnership, the un-
resolved large number of procedural issues of
the actions of control bodies and law enfor-
cement officers; insufficient attention when
considering the problems of general cyberse-
curity education, awareness raising and capa-
city building. All these moments significantly
increase Ukraine’s vulnerability to cyber in-
cidents and cyber-attacks.

Ukraine cannot do without the need for a
legislative settlement of the listed problema-
tic issues that negatively affect the transpa-
rency of the legislative process, the fruitful-
ness of cooperation between Ukrainian and
international stakeholders, and the promotion
of increased trust between them.

In conclusion, we note that cybercrimes
are cross-border in nature, using servers and
technical platforms from different countries.
Currently, there is a need to develop coope-
ration at the interstate level. While there are
attempts to explain their own political hard-
ships, accusations are heard from the Euro-
Atlantic side about “Russian interference”
with the help of information and communica-
tion processes, which will in no way contri-
bute to resolving mature contradictions in the
field of cybersecurity. Ukraine, in the case of
UN membership, has every chance to become
one of the initiators of a large-scale internati-
onal treaty on the issues of “non-proliferati-
on” of digital information weapons, the fight
against cyberterrorism and during espionage
by hackers.

In order to improve cybersecurity measu-
res aimed at counteracting cyber terror and
cybercrime, it is necessary to study in detail
the experience of foreign countries and im-
plement it in Ukraine.
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